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Digital transformation is the next industrial revolution
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Digital Transformation: 4th Industrial Revolution
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Common 
technologies 
in IR 4.0

How will FIRe transform business?

Cybersecurity

IoT Security

SECURITY

Central 
Repository

Blockchain

TRANSACTIONS

Buttons / 
Tabs

Voice / 
Gestures

INTERFACE / UI

Data / 
Spreadsheet

ML / AI

DECISION MAKING

Driver / Pilot

Autonomous

TRANSPORTATION

Machines

Connected
Robots

FACTORIES

Source: Malaysian Industry-Government Group for High Technology (MIGHT)
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TO DAY, F I N A N C I AL S E R VI C E S A R E REAL TIME
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91%
of business leaders see Digital Transformation 
as a way of sparking innovation and finding 
efficiencies

68% say Digital Transformation is increasing profits

85%
say they must offer digital services or 
become irrelevant

64%

say they have less than 4 years 
to complete a Digital 
Transformation 
or they may go out of business

transformationDigital
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Top E-commerce Players
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Transparency

Legitimate Purpose

Proportionality
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Transparency Principle

The data subject must be aware:

nature, 
purpose, and 
extent of the 

processing

risks and 
safeguards

identity of 
personal 

information 
controller,

rights as a data 
subject, and 

how these can 
be exercised.

Image available at: https://www.kerrysiggins.com/blog/category/communication
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The processing of 
information shall be 

compatible with a declared 
and specified purpose which 
must not be contrary to law, 

morals, or public policy. 

Processing of personal data 
should have the individual’s 

consent, or must be 
authorized or allowed by the 

Constitution or by law.
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Personal data shall be processed only if the purpose of 
the processing could not reasonably be fulfilled by other 

means. 

The processing of information shall be adequate, 
relevant, suitable, necessary, and not excessive in 

relation to a declared and specified purpose. 
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freely given, specific, 
informed indication of will, 
whereby the data subject 

agrees to the processing of 
personal information about 

and/or relating to him or her

The consent shall be 
evidenced by written, 

electronic or recorded means.
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Marketing

Research (in general)

Customer records

Publication

Employment Records

Health records

Screening of Applicants
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COLLECT

USE

STOREDISCLOSE

ARCHIVE/ 
DESTROY

DATA IN 
TRANSIT

DATA IN USEDATA AT 
REST

Information Flow Data Flow stages
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Implementing Data 
Privacy in the 
Digital World
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COLLECT

USE

STOREDISCLOSE

ARCHIVE/ 
DESTROY

DATA IN 
TRANSIT

DATA IN USEDATA AT 
REST

SECURITY PRIVACY

Information Flow—Privacy Controls Data Flow stages — Security Controls
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1965
US Justice William O. Douglas
cited freedom of assembly cases such
as NAACP v. Alabama (1958), which
specifically mentions "freedom to
associate and privacy in one's
associations,"

1974
The Privacy Act, a Code of Fair
Information Practice, was established by
US which governs the collection,
maintenance, use, and dissemination of
the personal information maintained by
the federal government. It also
guarantees individuals full access to
these records of personal information.

2012
Then President Benigno

Simeon Aquino signed 
Republic Act 10173 or the 

Data Privacy Act of the 
Philippines

2018
EU enacts the GDPR
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Adverse consequences of 
technological  advances

Vulnerabilities of critical information 
infrastructure

Large-scale cyberattacks

Massive incident of data fraud/ theft

Third and Nth Parties
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Implement
• a strong governance framework. 

Access
• latest versions of frameworks, standards and industry best practices.

Deploy
• Right software tools to identify the usage of general and sensitive PII 

handled during each stage of the data life cycle.

Obtain
• Latest information on new and critical vulnerabilities from objective 

sources, such as US-CERT or the CERT-EU

Establish and update
• An adequate internal controls framework that considers data privacy, 

its related controls, and includes continuous monitoring and auditing 
of controls surrounding the data life cycle.
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The role of IA
Mitigating Data Privacy and Data Security Risks
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Working with legal counsel to determine applicable privacy legislation

Working with IT management and business process owners to assess information 
security and data protection controls

Conducting privacy risk assessments, or reviewing the effectiveness of privacy 
policies, practices, and controls 

Identifying personal information collected, the methodology, and whether its use 
is in accordance with its intended use. 
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Review
Reviewing policies, 

procedures, and 
guidelines governing data 

flows and handling 
procedures, identifying 

potential opportunities to 
standardize protection 

practices

Conduct
Conducting an 

assessment of service 
providers’ interactions 

Review
Reviewing current training 

practices and materials 
and inventorying the 

privacy awareness and 
training materials 

available and needed. 

Perform
Performing a gap analysis 
of data flows and handling 

procedures against 
relevant policies, laws, 
regulations, and best 

practices for consistency 
and compliance. 
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CONSULTING AND 
ASSESSMENT

IDENTIFICATION OF PI 
COLLECTED AND 
CONSEQUENCES

IDENTIFYING BEST 
PRACTICES OR 

FRAMEWORKS THAT 
COULD BE APPLIED 

TRACKING SYSTEM 
INTERFACES THAT PROCESS 

PI AND EVALUATE THE 
EXPOSURES

DETERMINE IF COLLECTION 
AND SHARING OF PI IS 

EXCESSIVE AND BEYOND 
THE LIMITS OF THE 

PROCESSING 

EVALUATING THE PRIVACY 
EXPOSURES CAUSED BY 
TRANSNATIONAL DATA 

TRANSFER
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Thank you.

Carmelo R. Alcala
meloalcala@gmail.com
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